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Abstract—A high level of scalability is needed to support the
large-scale Internet-of-Things (IoT) networks. To address the
issue of distributed trust in different IoT devices, blockchain
technology can be effectively used to safely manage IoT data due
to its ability to provide transactions traceability and security.
However, massive real-time IoT application data has brought
huge challenges to the scalability of the integration framework
of blockchain and IoT. This paper proposes a nested-chain
architecture, which consists of one main chain and multiple
sub chains to address the aforementioned challenges. The main
chain stores identity credential used for distributed identity
(DID) management, while the sub chain stores the IoT data.
A notary module that involves access nodes from both chains
is designed for cross-chain transactions. In addition, considering
the transaction information, node characteristics, and network
status, we further introduce a node selection algorithm based
on Graph Convolutional Network (GCN), which can effectively
reduce the cost of cross-chain communications. We implement
and evaluate a prototype of our framework on the Hyperledger
Fabric platform to demonstrate its feasibility and superiority.
The analyzed results have shown that our proposed framework
outperforms traditional schemes, by reducing system latency up
to 23.2% and increasing system throughput up to 12.5%.

Index Terms—IoT, Blockchain, Scalability, Machine Learning

I. INTRODUCTION

The emergence of blockchain technology brings practical
solutions to overcome security issues in the Internet-of-Things
(IoT). But with the rapid development of 5G and other
communication technologies, the demand for scalable IoT
systems with high performance has grown significantly due
to the huge amounts of IoT data and the resource constraints
of IoT devices [1].

Current blockchain frameworks are unsuitable to be applied
in large-scale IoT networks because when many nodes within
the system generate massive real-time data, the frameworks
cannot support high transaction throughput while still main-
taining low latency [2]. This has become an essential issue
in the use of blockchain for different IoT scenarios. To make
it possible, we must deal with the following two fundamental
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challenges. The first one is scalability limitation. As each full
node in the blockchain needs to store a complete copy of the
blocks, it could easily exhaust the local disk storage of IoT
devices when expanding to large-scale networks with high-
frequency transactions. The increasing scale of the network
consumes more network bandwidth and computation resources
which leads to a rapid increase in communication overhead
[3]. The second one is interoperation problem. Interopera-
tion allows heterogeneous blockchains to interact and make
synchronously cross-chain transactions. Cross-chain commu-
nication requires a stable and low-latency connection with each
other to send, receive and validate new blocks timely. Existing
solutions may realize verified and secure interoperation at
the cost of inefficiency which causes a remarkable decline in
system performance [4]. In short, the scalability bottleneck and
interoperation issues of current blockchain frameworks make
them impracticable in IoT.

In this paper, we propose a new multi-chain architecture
that addresses bottlenecks and shortcomings of scalability in
current blockchain frameworks. To overcome the two chal-
lenges above, we present the following two novel designs. 1).
Nested-chain Framework. To resolve the scalability issue,
we propose a nested blockchain architecture, which consists
of one main chain and multiple sub chains. The sub chains
interact with IoT devices to receive and store local IoT data
and the main chain is responsible for collecting essential
metadata of identity that is used for decentralized digital iden-
tity storage and authentication of clients. The interoperation
between the main chain and the sub chain involves verification
of the identity. 2). Cross-chain Notary Module. To address
the communication limitation, we design a notary module
that is used for cross-chain communication and transaction
authentication between the main chain and the sub chain.
Access nodes are elected from each chain when cross-chain
communication is requested, and they are then involved in
the notary module for interoperation. Since nodes in the sub
chain are deployed in distributed geographical locations, it is
challenging to maintain stable states and high computational
power. If an inefficient node is selected to be an access
node, the latency of the cross-chain transaction will increase
which results in system performance degradation. Thus, we
further propose a node selection algorithm using an improved

978-1-6654-4331-9/21/$31.00 ©2022 IEEE



Graph Convolutional Network (GCN) model. To evaluate the
performance of the proposed framework, we implement a
prototype of the nested-chain system on the Hyperledger Fab-
ric blockchain platform. We provide experimental results and
evaluate the framework in WAN deployments which means
the nodes are uniformly selected from different regions. The
experiment results show that the nested-chain system achieves
the lowest latency, highest throughput, and minimum system
performance degradation with different input settings in cross-
chain communication compared to existing methods.

Our contributions can be summarized as follows:
• We propose and implement a novel nested multi-chain

framework with high scalability and performance. A
notary module is designed for achieving interoperation.

• We propose a node selection algorithm based on the
Graph Convolutional Network (GCN) which can realize
high-efficient and stable cross-chain communication.

• We conduct a series of experiments on the proposed
framework and then provide a detailed analysis showing
that the proposed solution performs better than current
approaches.

The remainder of this paper is organized as follows. The
related work is described in Section II. In Section III, we
present the system model and the node selection algorithm.
Comparative experiments and analysis are presented in Section
IV. Finally, the paper is concluded in Section V.

II. RELATED WORK

In terms of multi blockchain structure, scalability and cross-
chain interoperability are quite related research topics, so
in this section, we introduce some state-of-the-art solutions
related to these topics.

A. Existing Multi-chain Frameworks

Unlike previous blockchain implementations which have
focused on providing a single chain of varying degrees of
generality over potential applications, multi-chain architecture
normally involves multiple layered heterogeneous blockchains
to address the issue of extensibility and scalability. Polkadot
[5] proposed an influential multi-chain framework, to provide a
scalable and interoperable framework for multiple chains with
pooled security through gathering the security power of all
these chains together in a shared security system. Some works
[6]–[8] have made improvements to the traditional multi-
chain architecture to resolve the issue of low efficiency with
low transaction throughput. Despite the significant benefits of
existing multi-chain based approaches, such us high-efficient
interopration and privacy preservation, many issues remain
unaddressed. For example, [9] proposed a framework to ad-
dress the scalability limitations of blockchain using a scalable
lightweight multi-chain structure, which reduces the average
processing time of each cross-chain transaction. However, it
employs a P2P overlay network for blockchain management
which could easily cause single point of failure node and
the number of concurrently served clients are limited. [10]
designed a novel hierarchical multi expressive blockchain

that provides the autonomous management of the trusted
application data and an inherent forensics mechanism tailored
for granular auditing. This approach reduces the transaction
validation frequency without losing the immutability benefits.
But it is still unable to satisfy the requirements for inter-
operability of independently managed trust authorities. The
solutions mentioned above may be effective in relieving the
scalability issue, however, high increased costs for addressing
massive real-time data make them impracticable to be applied
in a large-scale IoT network.

B. Cross-chain communication

Since consortium blockchain is a permissioned chain which
makes it unable to directly make transactions between chains,
interoperation is needed to achieve cross-chain communication
[4]. According to the state of the arts, recent works on
making blockchain interoperable mainly use relay technology
or notary mechanism. However, these solutions are restricted
in some aspects. Relay technology is to construct a common
chain or relay structure between two chains to validate and
store account status and transaction status. For example,
Cosmos [11], and Polkadot [5] solve interoperation issue
by using Cosmos Hub or Polkadot Relay Chain, allowing
interconnection between heterogeneous blockchain networks.
However, the above two solutions may lead to poor security
guarantee and fail to consider the dynamic status of nodes
that are selected to build the relay chain for transaction,
which is not conducive to the efficient execution of the
system. BTC Relay [12] is considered to be the first side-
chain, which realizes the cross-chain access of data between
Ethereum and Bitcoin by focusing exclusively on one type of
interconnection via smart contract. But it only supports cross-
chain access from Ethereum to Bitcoin, and Bitcoin cannot
read information in the Ethereum at the same time which
means it could only transact in a parent-child mode [13]. The
Notary mechanism [14] uses a third party to undertake the
information interaction between two chains which removes the
trust validation required by the transaction participants. This
method is more flexible and secure since the system security
is guaranteed when a few nodes are attacked or various errors
occur. However, it may involve unauthenticated node with
misbehavior, which is not conducive to the efficient execution
of the system since the identity verification during cross-chain
communication is crucial for interoperation.

III. SYSTEM DESIGN

In this section, we will first introduce the framework of the
proposed nested multi-chain architecture, and then present the
access node selection algorithm.

A. Overview of Nested-chain architecture

The proposed solution is a multi blockchain architecture
including one main chain and multiple sub chains to solve
the scalability issue. The overall structure of the nested-chain
is shown in Figure 1. The bottom layer is a wide diversity
of IoT devices that are connected to different sub chains



through gateways. Considering the limited computing power
and storage capacity of IoT devices, they are not implemented
as blockchain nodes in our framework. Instead, a gateway is
used to connect IoT devices with blockchain networks, which
acts as an agent to receive enrolments/data from the local
cluster of IoT devices and transmit it to the blockchain network
by invoking the smart contract. The blockchain network, which
is the most critical part of this project, consists of a main chain,
multiple sub chains, and notary modules.

Fig. 1: The nested-chain architecture

1) Main chain: Decentralized identifiers (DID) [15] is a
type of decentralized verifiable digital identifier. The main
chain is designed to be a decentralized identity manage-
ment system used for storing DID authentication information
and identity verification during cross-chain communication.
To avoid creating a central authority for validation, iden-
tities should be independently verifiable by a third party
which means the decoupling of devices’ identities from the
blockchain they are within. Thus, the main chain maintains
identity records of the sub chain nodes in a distributed ledge
which can be shared by the pool of sub chain nodes through
consensus to ensure the reliability of cross-chain interopera-
tion. For the storage process, the IoT devices first pack the
public key and private key into a registration request and send
it to the CA. After receiving the request, the CA uses a random
number associated with the identity as the identity link to
build a digital identity certificate for the device ID. The digital
identity includes a public key, timestamp, validity period, and
identity link. A digital identity certificate issuance transaction
is conducted between the CA and the main chain. The main
chain processes the transaction, packs it into a new block and
broadcasts it to the blockchain network.

2) Sub Chain and Notary Module: Each sub chain is
responsible for collecting and storing the generated data from
IoT devices. The identity data exchange between the main
chain and the sub chain is achieved through cross-chain
transactions. However, most current blockchain frameworks
for IoT do not support high-efficient interoperability. To
maintain stable and low-latency connection during cross-chain
communication, a notary module is proposed to verify and

authenticate blockchain transactions and ensures trust between
inter-operating blockchain network. It is a mini blockchain that
only contains intermediaries called access nodes. Access nodes
are high-efficient nodes selected from the main chain and the
sub chain.

To ensure the security of cross-chain communication, it is
necessary to verify whether the access node is reliable before
sending the identity information of both parties. This scheme
realizes the reliability verification of the access nodes through
a pre-signature mechanism [16], and authenticates the IoT
device through the main signature to realize a highly secure
identity authentication. The digital certificate is stored in the
form of the Merkle Patricia tree (MPT) [4], which is an
improved tree structure that combines the advantages of the
Merkel tree and the Prefix tree. The IoT device first verifies
whether the key value formed by the query path of the digital
certificate in MPT is equal to the hash value of the node public
key, and then calculates the MPT root value according to the
path hash value of the node. Compare the calculated root with
the MPT root value contained in the newly released block, the
node identity certificate is valid if they are consistent. Figure 2
illustrates the process of DID management in the main chain.

Fig. 2: The DID for cross-chain notary module

The overall workflow of the framework is as follows: The
sub chain first requests for a DID and a key pair from the
main chain. The DID is associated with the public key and
the globally unique identifier for the chain. After the DID and
public key are broadcasted, the main chain can provide a set
of complete infrastructure for DID generation. When data is
uploaded by the IoT device, the gateway will first authenticate
the identity and pre-process the raw IoT data. If the IoT device
has not been registered on the sub chain, the gateway will
interact with CA in the sub chain to register an identity for
the device. Then to update the hash of the processed data to the
main chain, a transaction request is sent to the notary module.
Access nodes from both chains are needed to construct the
notary module. In the main chain, the access node is a known
node for a specific sub chain. In the sub chain, a ledger query
within the chain is executed and the latency is compared with
a threshold to decide whether to replace the current access
node or not. After the determination of access nodes, cross-
chain communication proceeds. The read/write transactions are
executed sequentially by the access nodes and are packaged
into blocks. The nodes in the notary module will add this block
to the blockchain ledger after verifying the transactions. The



client of the sub chain can retrieve the corresponding data and
encrypt it using the public key. Then the encrypted data is
transmitted to the client of the main chain where the data can
be decrypted and a hash value is generated. This hash of the
data will be checked to check the integrity and consistency
of the data which ensures that the data is neither leaked nor
subject to tampering.

B. Node Selection Algorithm
GCN applies the convolution operators to extract spatial

features of the topological graph and is proved to be effective
in node classification [17]. Since large-scale network with
plenty of IoT nodes in distributed geographical positions
requires high-efficient interoperation which means the optimal
access nodes ought to be selected. Considering both node
characteristics and interaction between neighboring nodes,
this paper proposes an improved GCN model for the high
accuracy of node classification. Three aspects of information
are integrated to construct a directed transaction graph with
edge information as model input, and an improved GCN
architecture is designed for classifying nodes in the sub chain.
The overall process is shown in Figure 3.

Fig. 3: The node perception algorithm

Graph construction: The transaction graph is constructed by
using the characteristic attributes of nodes in the blockchain
and the transaction information between nodes. The following
four kinds of metrics are represented to construct a graph as
model input:

• Node characteristics: The characteristic attribute of the
k-th node is expressed as v⃗k = [f1, f2, s1, s2],

• Adjacent matrix: Since in the transaction graph, different
types of edge represent various transactions such as asset
transfer, ledger query, and chaincode invoke. Here a set
{A1, A2 · · ·Ar} is used to describe r transaction types
of adjacent matrix.

• Transaction delay trij : Except for the node and edge,
more information is exploited for accurate classification
of nodes. It represents the average transaction delay level
from node i to node j of transaction type r which is cal-
culated by averaging the delay and making quantization
according to the maximum and minimum of delay.

• Network delay lrij : It represents the average network envi-
ronment delay level from node i to node j of transaction
type r which is calculated by averaging the ping value
during the transaction.

Graph learning: Based on the transaction graph above, the
layer-wise propagation can be treated as a special case of the
forward updating process as this formulation:

h
(l+1)
i = σ

∑
r∈R

∑
j∈Nr

i

Sigmoid
(
αtrij + βlrij

)
ci,r

W (l)
r h

(l)
j


(1)

Where h
(l)
i is the hidden state of node vi in the l-th layer

of the neural network. α, β is the weight of transaction delay
and network delay. We can adjust the weight according to
the environment of the blockchain network, if the network
condition is very stable and fast, we could enhance the trans-
action delay weight and decrease the network delay weight
for improving model learning, and vice versa. σis activation
function. ci,r = |Nr

i | is the normalization coefficient. |Nr
i |

is the set of neighboring nodes of vi for transaction type r.
W

(l)
r is the weight matrix for the l-th neural network layer

belonging to the transaction type r. It is the model parameter
needed to be learned from training. The product of the weight
matrix and node hidden state can be seen as a process of
line transformation of node feature, and for every transaction
type, the network shares the weight matrix. The gradient of
W

(l)
r is calculated from loss, and W

(l)
r is updated from the

gradient. From the formulation, we can see that the model
aggregates different nodes according to different transaction
types, it considers not only the connection between nodes but
also the relationship type of the transaction.

Node Classification: The model calculates the output and
through the softmax classifier, we finally get the classification
probability of each node, the vector v⃗k includes the probabil-
ities of classifying the node vi into t categories, respectively.
The maximum probability of the type is the classification result
of the node. The access node is chosen to be involved in the
notary module for interoperation and the overview of node
classification process is shown in Figure 4.

Fig. 4: Classification of sub chain nodes

IV. RESULTS AND DISCUSSION

We implemented a prototype of the nested blockchain
framework in Hyperledger Fabric v2.4 and the nodes are
deployed on five 3.60GHz Intel(R) Xeon(R) 12, Linux Servers
(Ubuntu 20.04) with 16GB RAM Memory. Performance for
executing transactions between the main chain and the sub
chain was tested. Hyperledger Caliper is an official tool that
sends different rates of transactions and tests the throughput
and latency of writing or reading. Reports produced by Caliper
include transaction latency and system throughput which is
measured by transactions per second (tps).

We implement a read/write smart contract for the Fabric
network and use the read/write operations for testing the
latency and throughput. We use L to represent the network size



(a) Latency for reading with L=1 (b) Latency for reading with L=5 (c) Latency for reading with L=10 (d) Latency comparison with dif-
ferent network sizes

Fig. 5: Latency for reading of different cross-chain schemes.

(a) Latency for writing with L=1 (b) Latency for writing with L=5 (c) Latency for writing with L=10 (d) Latency comparison with dif-
ferent network sizes

Fig. 6: Latency for writing of different cross-chain schemes.

for testing different scale networks. The experiments compare
the following three different access node selection methods in
the nested blockchain system:

1) A fixed access node is used and maintained during all
transactions.

2) Randomly select an access node from the sub chain nodes
for every transaction.

3) To use the node selection algorithm for selection.
We conduct a series of experiments to evaluate the latency

and throughput of the above three methods. The comparisons
of latency and throughput in different network sizes are also
presented with 2000 transactions sent to the system per second.

A. Latency

For latency, Figure 5 and 6 report the latency of different
access nodes selection methods. The latency for reading opera-
tion is relatively lower than writing since the overhead is more
caused by the complex consensus execution, encryption, and
database interaction, which also results in the rapid increase of
latency in writing. There is no absolute superiority in the first
two methods. The first one uses a fixed access node which
means the latency will be greatly affected when the chosen
node has an unstable state. The second one randomly chooses
the access node which is also unable to maintain a high
level of system performance and the process of replacing the
access node takes time. The node selection algorithm ensures
the access node is efficient when executing the cross-chain
transaction and only make a replacement when it becomes
inefficient. The performance of our algorithm is consistently
better than the other methods in different transaction sending

rates according to the figures. The latency difference for
reading operations is higher than that for writing operations
due to the congestion caused by the rapid growth in the
number of cross-chain transactions waiting in the execution
and validation queues. We observe that the increase of the
latency is small in both reading and writing when the network
scale increases.

B. Throughput

For throughput, Figure 7 and 8 demonstrate the throughput
of different access nodes selection methods. The peak through-
put is enhanced by using the node selection algorithm but
the improvement is less than that in latency. This finding is
expected as the current throughput is sufficiently high in the
nested-chain architecture which means it is near saturation.
On the whole, with the increase in transaction sending rate,
the throughput presents a trend that gradually rises and then
stabilizes. The experimental results in the figure also show
that the difference is slight when the sending rate is low, but
with a higher sending rate, system using the node selection
algorithm provides more throughput improvements in reading
or writing operations since with high efficient access nodes,
the probability of transaction failure is lower. Increasing the
number of nodes normally significantly degrades throughput,
this is because the transaction sequencing, consensus execu-
tion, and encryption overhead increase with the increase in the
number of nodes. We find that in our nested-chain network,
throughput in reading is more robust to the degradation and
the performance reduction is within an acceptable range with
the scale expansion.



(a) Throughput for reading with
L=1

(b) Throughput for reading with
L=5

(c) Throughput for reading with
L=10

(d) Throughput comparison with
different network sizes

Fig. 7: Throughput for reading of different cross-chain schemes.

(a) Throughput for writing with
L=1

(b) Throughput for writing with
L=5

(c) Throughput for writing with
L=10

(d) Throughput comparison with
different network sizes

Fig. 8: Throughput for writing of different cross-chain schemes.

V. CONCLUSION

In this paper, a nested blockchain framework for IoT is
proposed using a multi-chain architecture, which can ensure
the legitimacy of device identity and validity of the cross-
chain transaction. A node selection algorithm based on graph
learning is designed to select high-performance nodes for low-
latency cross-chain communication. The experimental results
show that the proposed framework achieves a high level of
scalability while maintaining high performance. Compared
with the fixed or random access node selection methods, it
can enhance the system performance by 23.2% in latency and
12.5% in throughput averagely.
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