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Abstract—Along with the development of IoT and mobile edge
computing in recent years, smart transportation holds great
potential to improve road safety and efficiency. The network
that carries smart transportation service is highly dynamic. Con-
trollability has long been recognized as one of the fundamental
properties of such temporal networks, which can provide valuable
insights for the construction of new infrastructures, and thus is
in urgent need to be explored. In this paper, under the smart
transportation scenario, we first disclose the controllability prob-
lem in Internet of Vehicles (IoV), and then design DND (Driver
Node Detection) algorithm based on Kalman’s controllability
rank condition to analyze the controllability and control message
diffusion in such a dynamic temporal network. Moreover, we
use the control message diffusion efficiency as a metric to
assist in selecting suitable driver nodes. At last, we conduct a
series of experiments to analyze the controllability of the IoV
network, and the results show the effects of vehicle density, speed,
coverage radius on network controllability, and the efficiency of
the control message diffusion algorithm and its feedback effect
on driver nodes selection. These insights are critical for varieties
of applications in the future smart transportation.

Index Terms—IoT, Dynamic Network, Internet of Vehicles,
Network Controllability, Driver Nodes

I. INTRODUCTION

In recent years, with the rapid development of Internet of
Things (IoT) technology, massive smart devices can form a
self-organizing network and access to the Internet, which lead
to the formation of characteristic dedicated networks, such as
the interconnection of vehicles and road side units (RSUs)
forms the Internet of Vehicles (IoV). The communication of
vehicles to vehicles (V2V), vehicles to road (V2R), vehicles to
the Internet (V2I) and vehicles to human (V2H) adopts differ-
ent mechanisms, e.g., dedicated short-range communications
(DSRC) and cellular networking which result in the hetero-
geneity of IoV. The mobility of vehicles causes the connection
time-varying, which makes the network topology dynamic. In
the IoV, the network topology, infrastructure resources and
business requirements are dynamic, which makes it extremely
difficult to manage. As a matter of fact, IoV with dynamic
network characteristics can be regarded as a complex dynamic
network [1]–[7]. The controllability of the dynamic network
was first proposed in modern control theory which means the
system can transfer its state to any specified state within finite
time according to a series of input control vectors [8]–[10].
Similarly, the controllability of the IoV refers to all vehicles
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and RSUs reach an expected state, such as the connection state
or movement velocity, etc.

Software-Defined Network (SDN) is an emerging concept
in network that permits the network administrator to manage
the network abstraction through the lower-level functions. The
distinctive features of SDN enables centralized control and
global view of the network, and various control policies can
be formulated via control plane. The combination of SDN
and vehicular ad hoc network (SDN-VANET) for IoV can
solve many existing problems, e.g., real-time recalculation and
reallocation of network resources based on the network state,
which will fully improve network resources utilization and
achieve differentiated services to a great extent. The working
model of SDN-VANET usually contains three phases, first
phase is to collect network state information, such as the
network topology state, the bandwidth of each link, the traffic
situation, etc. The second phase is to analyze and process the
collected data in software defined (SD)-controllers. The third
phase is to diffuse the control message to each node after
calculation and meet the controllability of the entire network
ultimately.

At present, many scholars have made efforts in SDN-
VANET. Chuan Lin et al. introduced the fog computing
into the SDN-enabled vehicular network architecture [11],
Muhammad Sohail et al. maintained social connections among
vehicles via SDN cloud [12], and Jie Zhang et al. introduced
SDN to provide supports for the centralized network and
vehicle information management [13]. Most of the current
works are focused on phases 1 and 2, while phase 3 on con-
trollability and control message diffusion is not well studied.
However, the process of diffusion of control messages to all
nodes is particularly important, which will affect the efficiency,
timeliness, and security of the network. Ineffective phase 3
will severely harm the works of phases 1 and 2, and affect the
overall network controllability.

In this work, we design an algorithm based on the Kalman’s
controllability rank condition, which is equivalent to the
Popov- Belevitch-Hautus (PBH) rank condition, to select suit-
able driver nodes to diffuse control messages to all nodes of the
network quickly and efficiently. These driver nodes correspond
to elements of the control matrix in the controllable network.
The control signal is sent to driver nodes through RSUs or
generated by driver nodes to make the network transform
into a specified state. The DND algorithm designates the
minimum driver nodes under the condition of controllability
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and takes the number of hops to the driver node as the priority
to minimize forwarding nodes number in diffusion process.
Furthermore, after considering driver nodes calculation char-
acteristic and control message diffusion process, we optimize
node indexing to minimize the message packet forwarded hops
which will reduce the control time.

The remainder of this paper is organized as follows. Related
works are reviewed in Section II. Section III presents the
background and the problem definition. Section IV describes
some variables and specific formulas of our modeling. Section
V presents the results and analysis. Finally, the conclusions
and future work are provided in Section VI.

II. RELATED WORK

A. SDN-VANET

Fig. 1. Illustration of V2V and V2R communication.

The IoV develops rapidly with the progress of communi-
cation technology (e.g., Bluetooth, WIFI, microwave, infrared
technology, short-range communication, cellular technology),
and it can provide multimedia data sharing services, such as
uploading/downloading of photos and audio/video, navigation,
information collection, or real-time emergency warning [14]–
[20]. As shown in the Fig.1, vehicles can share data or access
the Internet through RSUs. Vehicle Ad Hoc Network refers to
an open mobile Ad hoc network composed of communication
between vehicles, fixed access points, and pedestrians in a
traffic environment, whose goal is to build a self-organized,
convenient, low-cost, and open communication network on
the road. The flexibility and programmability of SDN can
help meet the performance and management requirements of
VANET, so SDN-VANET develops.

The characteristics of SDN-VANET make network resource
management become a very difficult problem [21]. By de-
signing an SDN-based network model, adding layers to the
network, or changing the centralized computing model to
distributed computing in mobile edge computing servers, in-
telligent flow control and effective resource management can

be realized [11], [22]–[24]. There is no doubt that security
is extremely important on the IoV, Weng et al. used broad-
cast encryption to control network resources dynamically and
flexibly, rather than altert source codes of the controller or
update permission lists with various degrees of granularity
[25]. Sahil et al. used the elliptic curve cryptographic based
authentication protocol to reduce computational complexity
and identify potential intrusions in the network [26]. And Gao
et al. combined blockchain technology to propose a trust-
based model that curbs malicious activities in the network,
and can help to relieve the pressure off the controller due to
the ubiquitous processing that occurs [27]. The demand for
delay or high bandwidth of the application in the Internet
of vehicles leads to offload some tasks to the edge server.
Modeling under the SDN controller optimizes the task offload
according to the traffic classification and the load-balancing
scheme can achieve superior performance on processing delay
reduction by utilizing the edge servers’ computation resources
more efficiently [13], [28], [29].

However, the above work is focused on aforementioned
phases 1 and 2. The phase that involves in the rapid distribution
of control messages to achieve the controllability of the
Internet of Vehicles are relatively lacking and should also be
studied.

B. Data transmission in VANET

An efficient data transmission mechanism is critical in the
network, many scholars and institutions have a long history
of research and outstanding improvement in this area. For ex-
ample, the original flooding algorithm is mainly used in route
diffusion in traditional wired networks. The basic principle is
that a router updates the packet sent from a neighbor router,
and then forwards it to all neighbors except the sender. This
guarantees the packet will reach the destination eventually as
long as the destination is reachable.

In Ad hoc, Mehran et al. proposed virtual ad hoc routing
protocol to introduce better security, lower routing overhead,
and higher scalability [30]. And there are also lots of works on
information dissemination or flooding algorithms in VANET
[31], [32]. Priyashraba et al. developed a new protocol based
on the characteristics of the scene, which obtains vehicle
information over multiple hops at long distances, uses a causal
position-based indirect communication method to allow RSUs
to disseminate messages with an uncoupled communication,
and leverages message redundancy to recover some lost mes-
sages during the transmission [33], [34]. It is necessary to
use a suitable flooding algorithm to alleviate the broadcast
storm problem, which there are currently algorithms based on
probability, prediction, or concurrent transmission to achieve
performance improvements concerning the achieved reach-
ability, end-to-end delay, and the number of rebroadcasts,
improving the overall efficiency of the network [35]–[37].
Florian Klingler et al. used a bloom filter to maintain 2-
hop neighborship information and proposed a novel 2-hop
broadcast algorithm, which significantly reduces the length of
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the beacon messages and keeps channel load and collision
probability substantially lower than in the naive scheme [38].

C. Dynamic network

The network is composed of nodes and relations between
all nodes. The rapid development of the Internet makes human
beings enter the network era, such as all kinds of social
networks [39]–[43]. The development of Industrial Internet
forms such as large power grid and the Internet of Things
which connects the whole world into a huge network. At
present, network research has infiltrated into mathematics,
life science, information science and many other fields, its
fundamental goal is to find effective means to control network
behavior and make it serve human beings. Lombardi first
applied the classical control theory to the analysis of network
control [44]. And points out here, in network science, if there
is a directed edge between the node N1 and the node N2
in the directed network, the node N2 is usually said to be
controlled by the node N1. In this paper, the network is
abstracted into a linear time-invariant system, and the Kalman
controllability criterion in the control theory is introduced
into the research. The sufficient and necessary condition for
the network to achieve complete controllability is that the
controllability matrix reaches full rank, so the controllability
problem of the network is transformed into the problem of
calculating the rank of the matrix.

Liu et al. theoretically proved that the minimum driver nodes
needed to control the entire network depends on the maximum
matching in the network, in which all unmatching nodes are
driver nodes of the network [45]. Thus, the problem of network
structure controllability is transformed into a classical graph
theory matching problem which reduces the time complexity
of this kind of problem. However, this method can only
be applied to directed networks or networks with unknown
edge weights. Based on Popov-Belevitch-Hautus criterion,
Zhengzhong et al. proved that the minimum number of control
nodes required by the network is equal to the maximum
geometric multiplicity of all eigenvalues of the network matrix,
as for undirected networks, the minimum control nodes is
the maximum algebraic multiplicity of all eigenvalues [46].
It reduces the computational complexity of related problems
greatly.

Cornelius et al. presented a theoretical approach to de-
scribing the controllability of networks and proposed a way
to change the state of some nodes to stabilize the network
[47]–[50]. Xiao et al. designed a data downloading/uploading
queuing mechanism to cooperate data sharing among peers to
overcome the data dissymmetry in dynamic network context
[51]. All papers and methods mentioned above have not solved
the problem of controllability generated in dynamic networks
well until now.

III. PROBLEM DEFINITION

In modern cybernetics, controllability is used to describe
linear systems. A linear system is controllable if its internal
state can change to an expected state based on external inputs.

Based on this theory, the dynamic vehicle network can be
regarded as a kind of linear system, and it can reach the
expected state, such as specified velocity or location, according
to diffused control messages that originate from some key
nodes we call driver nodes. There is a minimal drivers nodes
to achieve network controllability, and we try to find them to
make a highly dynamic network reach an expected state.

To find driver nodes and diffuse control messages quickly,
we take vehicles of specified density travel along a section
of road at a certain speed as an example. Each vehicle with
the communication capability to exchange the required data
with other vehicles within the communication radius1. If each
vehicle is regarded as a node, and there is an edge between
the two vehicles that can exchange data with each other, then
at a certain point in time, all nodes and their connections can
be abstracted into an undirected graph as shown in Fig.22.

Link Status

Fig. 2. The abstract graph of vehicle network.

The continuous movement of vehicles makes connection
relations between vehicles dynamic, so it is necessary to
calculate the connection relationship information in each small
time period. The time interval for recalculating the connection
relations is called refresh time. The refresh time is usually
related to the velocity of vehicles. In order to ensure the
controllability of the network, the greater the vehicle speed,
the higher the refresh frequency. We set a so-called control
time, and it means that the network of all vehicles in the
entire area needs to reach the expected state during this time
period. The control time includes at least one refresh time,
and often more than one. During the control time, all vehicles
connection status in the entire area will be updated after each
refresh. We need not only the current connection state, but also
the previous connection state. Finally, we obtain the required
connection state within the control time and can abstract it as
an undirected graph.

According to the undirected graph generated by these pa-
rameters, the required driver nodes can be calculated under

1Regularly, these data are peers’ public states’ information, such as velocity,
acceleration, and direction, or control message generated by driver nodes,
which don’t involve private data.

2The connections of cars are not a state that needs to be maintained, but
the ability to send/receive the diffused control messages to/from ‘connected’
neighbor cars.
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Driver Nodes

Fig. 3. The abstract graph of vehicle network with driver nodes.

the premise of the controllability of entire network. As shown
in Fig.3, where the red point is the driver node. This will be
explained in detail in Section IV.

In the area of interest, the density, velocity and radius of
communication of the vehicle, the refresh time and control
time which we set will affect the state of the entire network
and the minimal number of driver nodes. We want to find the
relationship between the number of minimum driver nodes and
these parameters mentioned above.

As briefly mentioned here, drive node problem is different
from placement problem and they can act as controller sig-
naling commands [52]. For example, it could speed up traffic
by sending driving signals via driver nodes along congested
roads. As for the specific content of signals, driving rules will
be the next work for further study.

IV. DND: DRIVER NODE ALGORITHM

A. Driver node definitions

Driver nodes are the sources to diffuse control messages that
received from external or generated by driver nodes internally
to whole network. Then, a network with n nodes can be
described as the following equation [53]:

x(t) = Ax+Bu (1)

the state x(t) should be a vector including some attributes
of all vehicles in time t, such as position, speed, and so on.
To simplify the theoretical proof in this section, we use a
vector[n, 1]([x1, ..., xn]) to represent the state vector of all
vehicles. A[n, n] denotes the network’s coupling matrix, in
which aij denotes the weight of directed link from node j
to i (for undirected networks, aij = aji), u is the controller
vector with u = (u1, u2, ..., um)T , and B[n,m] is the control
matrix. Any state of x(0) can be adjusted to the initial state
x(o), which is x(o) = [0, 0, ..., 0], that is:

x(o) = Atx(0)+At−1Bu(0)+ ...+ABu(t− 2)+Bu(t− 1)
(2)

If x(0) can be adjusted to x(o), then there must exist
u(0), u(1)..., u(t− 1) makes the Eq.(3) true.

−Atx(o) = At−1Bu(0)+ ...+ABu(t− 2)+Bu(t− 1) (3)

The Eq.(3) can be rewritten as Eq.(4).

−Atx(o) = (At−1B . . . AB B)


u(0)

...
u(t− 2)
u(t− 1)

 (4)

According to Cayley-Hamilton theorem and its inference,
the condition for the solution of Eq.(4) is:

rank(An−1B ... AB B) = n (5)

Similarly, Kalman rank condition is equivalent to the Popov-
Belevitch-Hautus (PBH) rank condition, rank(cIN −A,B) =
N is satisfied for any complex number c. And full control can
be ensured iff any eigenvalue λ belonging to matrix A satisfies
equation. Next, based on PBH, we prove the solution with the
minimum number of driver nodes [46].

Using the nonsingular transformation y = P−1x and Q =
P−1B, Eq.(1) can be rewritten as Jordan form as y = Jy+Qu,
where J is the Jordan matrix.

For an arbitrary Jordan matrix, J = diag(J(λ1), ..., J(λl)),
we have

λiIN − J = diag(λiI1 − J(λ1), ..., λiIl − J(λl)) (6)

where the unit matrix Ii(i = 1, 2, ..., l) is of the same order
as J(λi). If λi 6= λj , λiIj − J(λj) is a nonsingular matrix.
In this case, rank deficiency can only appear in λiIi − J(λi).
Using the fact J(λi = diag(j1, ..., jµ(λi))), where µ(λi) is
the geometric multiplicity of λi and is equal to the number of
basic Jordan block in J(λi), we can conclude that λiIn − J
has µ(λi) zero columns and N −µ(λi) independent columns.
Thus rank(λiIn − J) = N − µ(λi).

According to the exact controllability theory, driver node is
determined by the maximum geometric multiplicity µ(λM ) of
the eigenvalue λM . Thus, the control matrix B to ensure full
control should satisfy the condition by substituting λM for the
complex number c, as:

rank(λMIn −A,B) = n (7)

The value of Eq.(7) is contributed by the number of linearly
independent rows. In this regard, we implement elementary
column transformation on the matrix λMIn−A, which yields
a set of linearly dependent rows that violate the full rank
condition. The controllers located via B should be imposed on
the identified rows to eliminate all linear correlations to ensure
condition. The nodes corresponding to the linearly dependent
rows are the driver nodes.

B. Driver nodes detection

1) Parameters And Variable Declarations: In this section,
we formally define the driver nodes problem in vehicle net-
work which aims to obtain the minimum number of driver
nodes of the network. Table I defines the notations to be used
in the problem definition.
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TABLE I
NOTATION DEFINITIONS

Notation Meaning
X the length of the calculated range
Y the width of the calculated range
N the number of nodes in the calculated range
ND number of control nodes in the calculated range
P device density in every Y*Y area of calculated range
R communication radius of the device
(xi, yi) coordinate value of the device
Vix the speed of device i in the X direction
Viy the speed of device i in the Y direction
T control time
t refresh time
A 0-1 adjacency matrix of the graph, Aij = 1 means

that devices i and j are connected by edges,and
Aij = 0 means that there is no edge connecting
between devices i and j.

2) Modeling: Set a coordinate system for calculating
range:XoY .

Vehicle nodes are randomly generated in the whole region
according to the normal distribution probability of X ∼
N(P, 1), where the coordinates of the nodes are:

xi = random[0, X) (8)

yi = random[0, Y ) (9)

Coordinate of nodes are updated in a unit interval as follows:

(xi, yi) =


xi + Vix, yi + Viy, xi + Vix ≤ X, yi + Viy ≤ Y
X, yi + Viy, xi + Vix > X, yi + Viy ≤ Y
xi + Vix, Y, xi + Vix ≤ X, yi + Viy > Y
X, Y, xi + Vix > X, yi + Viy > Y

(10)
Suppose the road is along the X-axis direction because the

vehicle should adjust the direction when driving to the edge
of the road (Y-axis direction) to prevent the collision, that is,
reverse the velocity of the Y-axis direction. To simulate the
entering and exiting areas of the vehicle while ensuring that
the total number of observed vehicles remains unchanged, we
stipulate that when the vehicle reaches the boundary of the
x-axis, the velocity in the X-axis direction is reversed. So the
node velocity is updated:

Vix =

{
−V ix, xi = X or xi = 0
Vix, 0 < xi < X

(11)

Viy =

{
−V iy, yi = Y or yi = 0
Viy, 0 < yi < Y

(12)

According to all nodes and their connection relationships,
the adjacency matrix A can be obtained. And all element
values of A comply with Eq.(13).

aij =

{
1, ‖ ni, nj ‖2 ≤ R
0, ‖ ni, nj ‖2 > R

(13)

The adjacency matrix after update is as follows:

at+1
ij =

{
0, atij = aij = 0
1, atij 6= 0 or aij 6= 0

(14)

1

2

3
4

5
7

6

Fig. 4. Driver nodes of network

where atij ∈ At, which is the adjacency matrix calculated
according to the nodes’ state at current moment, and at+1

ij ∈
At+1,which is the state adjacency matrix at the previous
moment.

The number of driver nodes is [46]:

ND = µ(λM ) (15)

It should be noted that A must be connected. If the graph in
the current state is not a connected graph, it needs to calculate
its connected subgraph graph separately, and add the results
of each connected subgraph finally.

3) Abstraction of Topology: In this subsection, we intro-
duce the process of calculating the minimum required driver
nodes for the network based on adjacency matrix:
• A=get matrix(network topology): According to Eq.(13),

the adjacency matrix A of network topology can be calcu-
lated.
• λ=get eigenvectors(A): After matrix operation, the eigen-

value vector of A is λ = [λ1, λ2, ..., λn]
T .

• λM=get max geometric multiplicity(λ): Assuming that
λM is eigenvalue corresponding to the maximum geometric
multiplicity.
• Dn=µ(λM ): The number of driver nodes is the multi-

plicity of λM , and which nodes are the driver nodes can be
determined as follows.
• A′ = canonical formed(A−λMIn): The matrix A−λMIn

as Eq.(16), where In is the identity matrix. We perform the
elementary column transformation on A − λMIn and to get
the column canonical form, A′.

A−λMIn =


a11 − λi · · · a1n

...

. . .
aij − λi

. . .

...

an1 · · · ann − λi


(16)

• DNs = get linearly dependent rows(A′): All nodes that
corresponding to the linearly dependent rows are the driver
nodes of the network.

Given a topology with certain index as shown in the Fig.
4., after the above calculation, it can be concluded that node
7 (the red one) is the driver node.
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C. Diffusion of control message

j

i i+1 i+2

k k+1 k+2

Fig. 5. Diffusion example.

1) DND Diffusion Algorithm: The driver node is the special
node in the dynamic network, which can be used to access
the edge server or the Internet. These nodes, as key nodes
and initiators of instructions for controlling the state of the
network, need to transmit control messages to all nodes of
entire network. The most basic algorithm in a wireless network
is all nodes will forward the packet directly after receiving a
new control message, or discard the packet without processing
when receiving a duplicate control message. This method is
feasible in networks where degrees of nodes are generally
small. However, when the degrees of connections are large,
which is a common phenomenon in current scenarios, many
redundant control message packets will be forwarded [54].
Therefore, it undoubtedly will increase the computational
burden of all nodes and the transmission delay, which degrade
the transmission performance of the entire network.

The topological structure of the entire network has been
obtained when calculating driver nodes. Based on this feature,
we can calculate the nodes that do not need to forward data
packets according to the connection state under the premise of
covering the entire network. And redundant control message
packets are minimized to improve the diffusion efficiency of
control messages in the current scenario. Taking a network
that requires one driver node as an example, the hop count
of all nodes from the driver node is taken as the level of
each node. Besides, different priorities are set for nodes in the
same level. By default, the node with a smaller index value in
the adjacency matrix has a higher priority. Control messages
are transmitted in a hierarchical order like a stream. After a
node receives a new control message if the node has sub-level
nodes and these nodes do not fully belong to the same level
with high-priority nodes, then the packet will be forwarded.
Otherwise, the packet will be dropped. The pseudo code for
control message diffusion is Algorithm 1.

As the topology is shown in Fig. 5, supposing node j is the
driver node, from which the control message will be trans-
mitted out. According to the minimum hops rule, all i-series
nodes’ level is 1, and all k-series nodes’ is 2. The direction
of transmission of valid (not discarded) control messages is
shown by the arrow. For example, the valid control message

Algorithm 1 Diffusion of control message
Taking nodei as example:

1: while True do
2: packet = receive()
3: if is repetitive(packet) then
4: discard(packet)
5: else
6: if is covered(nodei.children()) == False then
7: forward(packet)
8: end if
9: process(packet)

10: end if
11: end while

1

2

3
4

5
6

7

Fig. 6. New index value of Fig. 4.

received by node i+1 is sent by j. Because it is a wireless
network, each node will inevitably receive invalid packets from
neighboring nodes. For instance, node i+1 will also receive
packets forwarded by node i, but this invalid message will be
discarded. After receiving the control message packet, node
i and i+2 will forward it. This is because i has the highest
priority in this layer, and i+2 sub-level node (k+2) is not
covered. And i+1’s sub-level nodes are completely covered by
node i, so i+1 node do not forward messages. Besides, k-series
nodes have no sub-level nodes, so they do not need to perform
forwarding operations. In the basic diffusion algorithm, all
nodes need to forward related packets what received . Though,
according to this strategy, only three nodes need to forward
messages in this architecture.

When a network requires multiple driver nodes, each node
needs to accumulate all control signals according to the
characteristics of driver nodes. That is, for multi-driver nodes,
it can be calculated independently for each driver node based
on above steps.

2) Driver Nodes Optimization: According to the above
calculation process, we can know that the number of minimum
driver nodes of a network is a certain value, but which nodes
are selected as the driver nodes is flexible and selectable. In
the process of getting column canonical form of a matrix, the
calculation process determines that the node with the larger
index value will be selected as the driver node among the
equivalent nodes. However, it is clear that for a graph, all
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nodes can be indexed according to certain rules, and different
indexing rules can generate different adjacency matrices for
the same graph, which also affect subsequent calculations and
which nodes will be selected as driver nodes.

As the index value of each node in Fig. 4, the driver node
is node 7. Supposing the index value shown in Fig. 6 is used,
then the driver node is 7 as shown the red node. However,
the specific nodes corresponding to these two nodes 7 in the
graph are entirely different, and the latter node 7 corresponds
to the former node 6.

When diffusing control messages to the entire network, the
transmission speed and efficiency of different driver nodes
are different. The more forwarding hops a message needs to
pass, the more processing time and transmission time it takes.
Obviously, the closer the node is to the topology boundary,
that is, the larger the maximum hops from the driver node
in the entire network nodes, the longer time it will take, and
vice versa. For message diffusion efficiency, it is necessary to
avoid selecting nodes close to the network topology boundary
as driver nodes as much as possible. In view of this feature,
the selection process of driver nodes can be optimized.

argmini∈ADNs[max (hops(j, i), j ∈ All] (17)

The most ideal state is to adjust the driver node to obtain the
minimum value of the maximum number of hops from each
node to the driver node as Eq.(17), in which the alternative
driver nodes (ADNs) means a set of equivalent driver nodes,
the function hops(j, i) represents the shortest hop between
node i and j and All represents all nodes of this network.
It requires a lot of computing resources and time, so it
is unrealistic to calculate the optimal value in the current
scenario. Two natural ways to index the nodes from one side
to the other directly or in a completely random way, which,
especially the former, will increase the possibility that the
driver node close to network topology boundary. The node
with the larger index value will be selected mathematically,
so we use the S2C (from Surrounding to Center) indexing
rule, strictly speaking, which is not a solution algorithm but
a strategy, to make the central nodes indexed larger value
than the surroundings. The benefit of this indexing rule is
more apparent in the highly connected network. For ease of
understanding, we take the network with three nodes as an
example and the maximum number of hops under the two
indexing rules (S2C and S2S, from one Side to the other Side)
as shown in the Fig. 7. The S2S needs two hops to diffuse,
and the S2C only needs one hop.

The node processing abilities will mainly affect the stage of
control message calculation. If it is taken into consideration
when selecting driver nodes, then we propose a mechanism
to combine S2C indexing rule. When computing is the bot-
tleneck, high processing abilities nodes are critical, so index
nodes in order of processing ability or specify large index
values for high-performance nodes directly. In other cases,
high processing abilities nodes can be tilted based on the S2C
indexing rule. Since it is difficult to quantify the impact of

Fig. 7. Example for indexing rule.

computing power on calculation delay and transmission delay,
we just provide a simple strategy to deal with the different
processing abilities of each node.

The demand for smart transportation and autonomous driv-
ing has prompted the development of vehicle sensors, commu-
nication equipment, and roadside units, which in turn makes
the deployment of DND feasible. For example, on-sale vehi-
cles or test models with automatic driving functions have com-
puting capabilities and can perform information interaction
or networking with roadside units and peers through sensors
and communication devices. On this basis, the deployment of
our proposed method, DND, can assist autonomous driving
technology to complete more systematic decision-making and
so on.

V. EVALUATION

By randomly generating nodes on a fixed area to simulate
vehicles or other mobile devices, experimental analysis is
performed from three perspectives, DND comprehensive per-
formance, the relationship between the number of driver nodes
and the node density, velocity, communication radius, control
time, etc., and the improvement of DN Optimization algorithm.
Since the focus of each experiment is different, we set different
area parameters and node generation rules respectively. At
present, it is difficult to deploy DND in a practical scenario
or obtain fully matching data, so we generated the simulation
data based on the public data of AutoNavi Map [55].

A. Comprehensive analysis

Assuming a fixed speed and control time, by adjusting the
number of nodes and the communication radius, we observe
the number of hops required for control messages to diffuse
from driver nodes to the entire network, which corresponds
to the diffusion time. The observation area is set to be 30
m*100 m, the number of nodes in the area is from 10 to
50, and the communication radius of each node is from 10
m to 50 m. As mentioned above in the paper, the limitation
of finding driver nodes via the adjacency matrix is that the
graph is connected. If there are several disconnected subgraphs
in, then each subgraph needs to be calculated independently.
Under the parameters set above, the number of subgraphs is
shown in Fig.8(a). When the number of nodes is fixed, the
connection of each node will increase with the increase of the

Authorized licensed use limited to: BEIJING UNIVERSITY OF POST AND TELECOM. Downloaded on April 26,2021 at 02:11:33 UTC from IEEE Xplore.  Restrictions apply. 



1932-4537 (c) 2021 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.

This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/TNSM.2021.3059696, IEEE
Transactions on Network and Service Management

(a) Number of subgraphs

D
ri
v
e
r
n
o
d
e
s
n
u
m
b
e
r

(b) Number of driver nodes (c) Diffusion hops

Fig. 8. DND comprehensive analysis

communication radius, and then the number of subgraphs will
also decrease. When the communication radius is fixed, it is
intuitively assumed that the number of subgraphs will decrease
as the nodes number increases. However, the number will
increase first and then decrease in reality. This is because when
the number of nodes in the increases, due to the limitation
of the communication radius, many isolated subgraphs will
appear, which will also cause the driver node to show an
approximate rule, as shown in Fig.8(b).

All of the above will affect the diffusion of control mes-
sages. We stipulate that it is 1 hop to forward from one node
to another node, and the message of the driver node itself
does not need to be forwarded, which is 0 hop. When the
communication radius is small, many isolated nodes will be
the driver nodes in the single-node network, so the number of
diffusion hops is small; as the communication radius increases,
the connected subgraph will merge into a new subgraph,
but due to the connection degree is small, so the diffusion
hops show an increasing trend. As the communication radius
continues to increase, the connectivity of the entire network
increases and the diffusion hops will show a downward trend,
as shown in Fig.8(c).

B. Driver nodes number analysis

In this part, the experiment sets a scene of a road with Y
meters wide and X meters long. According to the width of the
road, the entire road is divided into X/Y segments. Nodes in
each segment are generated according to the density and obey
the Poisson distribution. In each segment the position (xi, yi)
of each node is completely random, and with velocity Vix in
the X direction and velocity Viy in the Y direction according to
the velocity. And note that the value of the velocity is V x±
2 or V y ± 2 actually. Both the communication radius and
the control time are set according to different values within
a practical reasonable range. When updating the position of
each node according to its velocity, it is set that node moves to
the opposite direction at the next moment when it reaches the
boundary of the region, so as to ensure the number of nodes
of the entire region do not change.

According to the model, we compared experiments’ results
by assigning different values to parameters of node velocity,
communication radius, density and control time. In order to

Fig. 9. Relationship between number of driver nodes and communication
radius.

eliminate the randomness of the results caused by randomly
generated nodes, the same random nodes are used in calcu-
lations of different parameter assignment when the density
is fixed. And the results were calculated 100 times for each
assignment and get the average value as the final result.

1) Communication Radius: In practical, the communication
radius is based on signal module hardware or communication
protocols (e.g. DSRC, LTE-V-Direct, etc.) rather than artifi-
cially set. And it will also be affected by the environment,
such as the attenuation caused by the occlusion of vehicles, so
we set radius as a variable parameter. When only considering
the state at a certain time, that is, do not consider the impact
of refresh and node movement, the relationship between the
number of driver nodes and node communication radius is
shown in Fig. 9.

The abscissa is the value of communication radius in m and
the ordinate represents the number of required driver nodes.
The density is in units of 90m2. Five curves with different
colors represent different node densities. It is necessary to
explain that at the radius of 10, the density of 3, the blue
curve, requires less driver node than the density of 5, the red
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Fig. 10. Relationship between number of driver nodes and density.

curve or 8, the yellow curve. This is because the total number
of driver nodes at density of 3 is much smaller than in other
cases, however, the proportion of driver nodes of density of 3
is actually much higher than other cases.

It can be observed from the graph that with the increment
of communication radius, the number of driver nodes needed
in the whole network decreases and tends to the minimum
of 1. The reason for the overall downward trend is that as
the communication radius increases, each node can establish
connection relations with more nodes, and the number of
edges in the whole network increases. Under different density
conditions, it is that increase speed of connections number
is different, so the pace of declines is different, moreover, the
higher the density, the higher the rate of increase of the number
of connections.

2) Nodes Density: Because the observation range size is
fixed in experiment, the node density also could reflect the
network scale. Similarly, all conditions are consistent with
those mentioned above. When only considering the static state
at certain time point, the relationship between the number of
driver nodes and the density of nodes is shown in Fig. 10. Five
curves with different colors represent different communication
radius of nodes. The number of driver nodes decreases as the
density increases and tends to a minimum of 1 finally.

Moreover, under different communication radius conditions,
the pace of declines of number of driver nodes is different with
the increase of node density, and the larger the communication
radius is, the faster it decreases to the minimum value. This is
because, when increasing the same node density, the number
of new connections with others of each node is proportional
to the square of the radius, so the larger the communication
radius, the faster it approaches the minimum value.

3) Nodes Velocity: For the node velocity as a control
variable parameter, other variables are combined in different
cases. The result of number of driver nodes is shown in Fig. 11.

Fig. 11. Relationship between number of driver nodes and velocity.

Fig. 12. Relationship between number of driver nodes and control time.

Six curves with different colors correspond to different control
time, node communication radius or node density. According
to the overall trend of the six color curves, as the node velocity
increases , the number of required driver nodes in the network
shows a downward trend, ultimately, it tends to the minimum
value of 1. This is because with the increment of velocity,
refresh frequency will increase, then the connection degree
of the whole network will increase in the same control time,
longer control time is even more obvious. And why does each
curve have a different rate of decline we’ve explained above.

4) Control Time: For the control time in s as a control
variable parameter, other variables compose different situa-
tions. The results of number of driver nodes as shown in Fig.
12. Six curves with different colors correspond to different
node density, node communication radius and node velocity.
With the control time increases, the total times of refresh
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Fig. 13. DND diffusion algorithm.

will increase that means the connection degree of the whole
network will increase, which leads to the number of required
driver nodes in the network shows a downward trend, and
tends to the minimum of 1 finally.

The driver nodes required in the latter two experiments are
much less than those in the former two. This is because the
influence of velocity and control time on dynamic network
were considered, resulting in the connection degree of the
whole graph is much higher than former two experiments.

Although the experimental data are simulated, but they
are generated as close to the actual situation as possible. If
there is a chance to obtain the actual road condition data
through the relevant agencies, the real results can be obtained.
However, the regular relationship between the parameters
obtained through the experiment is universal.

C. Diffusion of control message analysis

In this part, we define a 100m * 100m area and generate
50 nodes at random positions in this area. By adjusting the
communication radius to generate networks with different
connectivity, the adjustment range is from 30m to 40m. The
efficiency of the control message diffusion algorithm of DND
adapted in the network with driver nodes is experimented,
and the selection of driver nodes in the previous step is
optimized according to the DND diffusion algorithm. Taking
diffusion efficiency as the optimization evaluation standard, the
experimental results confirm that the optimized driver node
selection strategy has a certain improvement in the overall
efficiency of the network. Moreover, to avoid randomness and
bring unnecessary impact on the experimental results, we first
generate 100 sets of random nodes data and average the results
of these sets under different radius.

1) DND Diffusion Algorithm: The larger the communica-
tion radius of the nodes, the more distant vehicles can be
connected, so the overall connection degree of each node is
greater, and vice versa. In the current network topology, the

adjacency matrix is generated by randomly indexing all the
nodes, thereby calculating the driver node, which is the origin
node of the control message. Under this kind of node density
and communication radius, all the networks in this group of
experiments only need one driver node, which is suitable for
experimental comparison of diffusion algorithm efficiency. In
contrast, the basic algorithm is that all nodes must forward the
effective diffusion message, that is, the diffusion efficiency is
to handle all nodes.

Experimental results are shown in the Fig. 13, the value of
the basic algorithm is constant, and the efficiency of the DND
diffusion algorithm increases with increasing radius. When
the radius is 30m, 29 nodes need to forward packets. As the
radius increases, the relevant value decreases. When the radius
reaches 40m, the number of nodes that need to forward packets
is 20, only accounting for 40% of all nodes.

Through the DND diffusion algorithm, the number of nodes
that forward packets can be reduced, thereby reducing the
computational burden of each node and the number of re-
dundant packets in the network, avoiding unnecessary waste
of network equipment as much as possible, and improving the
overall efficiency of the network system.

2) DNs Optimization: We judge the efficiency of the en-
tire system in a time when the control message diffuses to
the whole network. In a real scenario, what differences in
computing power and other network hardware devices of each
device may result in different processing times for a packet,
but each additional packet forwarding will increase the overall
transmission time. According to this feature, to concentrate on
the points that need to be compared, we ignore the different
effects that different hardware devices may cause and simplify
the calculation of efficiency to the number of forwarding
corresponding to the control message diffused to the entire
network. Since the forwarding operation of each device is
relatively independent, that is, the whole forwarding processes
are executed in parallel like branches of a river, so the
maximum forwarding times in all nodes demand determines
the final diffusion time.

When the index operation traverses from one side of the
area to the other side in a certain direction or completely
randomly, the driver node is likely to be at the boundary
of the network topology, the and there is no doubt that the
value of the maximum hops of the network is increased,
thereby rising transmission time, which ultimately increases
the diffusion time. Regarding the index operation, we adopt the
index from the surrounding to the center which will limit the
position of the driver node to the topological center with a high
expectation, which can diminish the value of the maximum
hops and promote the diffusion efficiency.

About the test parameters, 50 nodes are randomly generated
in a fixed area (100m * 100m), the communication radius of
each node is equal whose value is set in groups of different
values of 30m to 40m to enhance the reliability of the exper-
imental results. Index traversal of all nodes in three fashions,
S2S, completely random way and S2C, apply the above DND
algorithm to find driver nodes, and then calculate the value
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Fig. 14. Comparison of indexing rules.

of the maximum number of hops, which can represent the
diffusion time. To eliminate the unnecessary impact of the
randomness of all nodes and augment the accuracy of the
experiment, 100 different sets of random nodes are calculated
in each case, and their average is adopted as the final result.

The experimental results are shown in Fig. 14. With the cur-
rent parameter settings, the maximum hop count of the S2S or
random index rule is obviously larger than the S2C index rule.
It should be noted here, due to the uncertainty of the nodes
quantity, the random method requires additional calculation
to satisfy the randomness than the other two rules, while the
S2C rule does not cause additional calculate consumption than
S2S. When the communication radius is 30m, the number of
the average maximum hops required for the diffusion of the
S2S rule is 6.22, the completely random way’s is 5.57, and the
S2C rule’s is 5.19. As the communication radius increases, this
value shows a downward trend, but S2C maintains smaller than
S2S and random way. The performance is improved by 1.2x
and 1.1x than S2S and random way when the communication
radius is 40m. Therefore, the ‘from the surrounding to the
center’ index rule can enhance the transmission efficiency in
the process of control message diffusion.

VI. CONCLUSION

The rapid movement of nodes in dynamic network results
in the rapid change of network topology, for example, the
smart transportation networks, and such network is thus facing
the controllability challenge. In this paper, we first formulate
such scenario into dynamic temporal network, and then design
the DND (Driver Node Detection) algorithm to calculate the
minimum number of driver nodes that are needed to make the
whole network controllable. We conduct series of experiments
and then disclose the relationship between driver node number
and different network settings. As supplements to analyze the
controllability of time-varying dynamic networks and explore
the application of driver nodes, we adapted the DND control

message diffusion algorithm for networks, which reduced the
number of nodes that need to forward packets during diffusion
and redundant control message packets in the network. And we
use the diffusion algorithm as feedback to optimize the driver
node selection, which reduced the control message maximum
forward times over the entire network. These both developed
the transmission efficiency to the network. These experiments
and results mentioned above can not only give reference to
network controllability, but also save the deployment cost in
smart transportations. In the future, we’ll further analyze the
deployment problem of the selected driver nodes in more
complex scenarios.
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